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Abstract 

This review explores the risks associated with digital instructional practices, focusing mainly on the implications of cyber 

threats in higher education digitally connected classrooms and society. Although advancements in technology have 

enabled the development and use of diverse and adaptable teaching methods and societal endeavours, their impact during 

and after COVID-19 has also introduced or escalated cyber threats in higher education digitally connected classrooms 

and society, necessitating a review of approaches to teaching, learning and social engagements in today’s digitally rich 

environment. This review aims to identify the cyber threats confronting digitally connected higher classrooms and 

society, revealing their various forms in higher education or social environments. This review underscores the importance 

of continuous engagement with educators, students, parents and social awareness programs as part of addressing cyber 

threats in higher education and society. The author concludes by offering valuable insights to help shape resilient digitally 

connected higher instructional systems in Nigeria. 
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1. Introduction 

The emergence and widespread use of digital technology during and after the COVID-19 pandemic profoundly impacted 

higher education globally, sparking innovative changes and necessitating digitally connected educational practices [78]. 

For example, the advanced use of technology during and after the COVID-19 pandemic encouraged digitally connected 

educational practices, where teaching and learning occurred in the same or different spaces, facilitating flexible teaching 

plans and self-motivated and personalized learning experiences [36, 73, 81]. Additionally, digitally connected educational 

practices, which incorporate the use of interactive and interconnected teaching and learning technologies such as 

interactive mobile devices, smartboards, internet-oriented tablets, internet-enabled laptops, virtual laboratories, and the 

Internet of Things (IoT), are transforming instructional plans, connecting lecturers and students for real-time informative 

and collaborative engagements [29, 75]. 

For example, some of these digitally motivated technologies introduced during the COVID-19 pandemic are now widely 

used in higher education [9, 35] and will continue to disrupt teaching and learning in the future. Moreover, digitally 

connected classrooms are described as using electronic and digitally motivated technologies such as smart mobile 

devices, smartboards, software, tablets, laptops, virtual laboratories and data bundles to generate, store and process 

information or knowledge or learning resources on course lessons such that communications are initiated and knowledge 

of subject matter is shared between students and between students or between students and educators in the classroom 

[35, 75]. For example, [39] and [11] posited that digitally motivated technologies offer opportunities for flexible, 

affordable, collaborative, and innovative teaching strategies by employing digital technology to achieve curriculum 

objectives and allowing students to learn subject matter quickly in digitally connected classrooms. 

Furthermore, the increased use of digitally connected technologies in digitally rich classrooms now helps extend teaching 

methods to create new opportunities for teaching and learning purposes in virtual or physical spaces for educational and 

personal development [12, 35, 39]. For example, [49] and [54] argued that the disruptive nature of digital technology, 

which includes rapid advancements and changes in the internet landscape, has recently necessitated rapid adaptation to 

learning and teaching in online environments, making learning and teaching possible from different locations and 

accessing resources or information in the cloud. Similarly, the study by [39] on the role of digital technologies in 

education argued that adapting digital technologies as a platform for connected teaching helps maintain students' 

collaborative, equal engagement and provides effective feedback in virtual settings. 
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However, the advanced use of digitally connected technologies for educational practices from 2020 and beyond (the 

COVID-19 pandemic periods and after) has also brought sensitive and heightened debates regarding the threats 

associated with the use of digital technologies for digitally connected education practices. In other words, [24], [41] and 

[46] contend that risks associated with teaching and learning in virtual spaces via digital technologies, otherwise known 

as cyber risk, remain a concern for educators and higher education stakeholders, generating debates for critique, 

repositioning, subjection, and research. The cyber risk, also known as cyber threats in higher education, includes 

unauthorized access to information from students, educators and institutional administrators [10, 62, 74, 24], leading to 

attacks on higher-level institutions’ administrative classified documents, sensitive data, intellectual property, cutting-edge 

research outputs, and personal data of staff and students, making higher education vulnerable to phishing, theft and 

electronic ransomware attacks [10, 53, 76]. 

Additionally, [13], [7], [59] and [61] reasoned that recent advancements in artificial intelligence (AI) have led to the 

introduction of large language models, such as ChatGPT (Chat Generative Pretrained Transformers), Blender Bot 2.0, 

DALLE-E, Fireflies, Tome, Bard, BERT, and RoBERT. These large language models, collectively known as open AI 

tools, have brought opportunities to connect classroom teaching, learning and administrative practices in higher 

education. From their viewpoint, [13] opined that OpenAI tools offer benefits such as content generation, language 

translation, scientific research, assignment development, and virtual assistants for knowledge development and writing 

guidance. However, the researcher, who agreed with [26] on the use of OpenAI tools in higher education, argued that the 

use of OpenAI tools in higher education threatens intellectual property by storing and reproducing solutions for others, 

leading to potential plagiarism and ethical concerns. Although OpenAI tools have the potential to revolutionize learning 

and teaching practices, researchers contend that their use may also undermine educators’ creative pedagogical approaches 

focused on critical thinking and fact-checking. 

Furthermore, the challenges associated with using OpenAI in interconnected higher education practices include a lack of 

transparency, privacy concerns, and the potential for abuse among students, educators, and administrators [26, 2]. 

Unfortunately, these risks can lead to social and cognitive misalignments and unethical practices in higher education and 

society [14]. One other concern is that these large language models are trained on vast amounts of internet-sourced text 

data, making it difficult for them to fully understand or investigate the quality and biases of the information they 

disseminate [38]. Moreover, the use of large language models in instructional practices encourages unintentional 

plagiarism risk, which the author called OpenAI-giarism, as users may unknowingly rely on and reuse generalized 

information without acknowledgement, which is highly unacceptable in higher education. Although large language 

models such as Open AIs offer significant opportunities for innovation, their use in interconnected higher education 

classrooms, whether in the Global South or North, also brings about substantial cyber risks or threats to teaching and 

learning, undermining human moral development and sustenance in society and higher education [7, 66]. 

Addressing cyber threats or related risks in the post pandemic era, where digital technology continues to dictate and alter 

life proceedings, is crucial and of utmost importance to all concerns in higher education systems. This continues to raise 

significant concerns about the safety and security of the lives of students and educators, including unauthorized access to 

institutional information, records, intellectual property and, most worrisomely, the mental health implications of the 

dilemma. For reiteration purposes, threats are used in this review as an adverse use of digital technologies or 

communicable technologies in such a way that they inflict pain, injury, and damage to actors, records, intellectual 

property, and the mental health of hardworking students and staff members [47, 70]. The threat also comes in the form of 

online abuse, bullying, scamming, and unauthorized entry to access and use information online without the owner’s 

knowledge or consent [63, 62, 74]. Thus, identifying and analysing cyber threats in this paper review is essential for 

providing information, creating awareness, and offering guidance for higher education on recent but modern cyber threats 

that need an urgent address in digitally connected classrooms.  

Additionally, this review becomes imperative as a document that could be actively used if the current security challenges 

connected to the misuse of cyber-motivated technologies in society and higher education are to be considered. The 

review also becomes important for drawing lessons that could prove important as added solutions to the current menace 

of the cyber and security challenges in Nigerian society and the higher education system. 

1.2 Objectives for the Review 

The critical objectives considered in this review include the following: 

1. Making sense of the world “cyber” and its relevance in today’s digitally connected classrooms 

2. Examining the nature of cyber threats in higher-education digitally connected classrooms. 

3. Evaluating and discussing the various strategies to mitigate cyber threats in higher-education digitally 

connected classrooms. 

4. Drawing insights from this review as lessons for the Nigerian higher education system and society 
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1.3 Importance of the Review 
The use of digital technology in education, particularly in higher education, has significantly increased due to the impact 

of the COVID-19 pandemic [72]. However, interventions and shifts to digital technology during and after the COVID-19 

pandemic encouraged the use of communication between digital and interconnected computers via a medium (otherwise 

known as cyber communications) to support and deliver objectives in higher education sectors. However, it has raised 

critical concerns regarding the safety and security of educators’ and students’ identities, including institutions’ official 

information [17, 21, 52]. Although educational institutions have embraced digital and cloud-oriented technologies for 

connected teaching, learning and administrative spaces, the associated risks or threats have become a pressing global 

concern, raising continuous debates among education stakeholders [17, 21], with the Nigerian higher education sector not 

being left out [42]. 

In light of these challenges and ongoing debates, examining the cyber threats facing digitally connected higher education 

classrooms in these transitioning but uncertain periods is essential. This review examines the critical aspects of these 

cyber threats and their impacts on teaching and learning, explores possible solutions, and draws lessons applicable to 

higher education practices in Nigeria. By doing so, it seeks to equip students, educators, and education stakeholders in 

Nigeria with a deeper understanding of the multifaceted nature of cyber threats that could impact digitally connected 

classrooms in higher education. 

Furthermore, the potential impact of this review on the Nigerian higher education system is significant, as it could help 

further raise or advance awareness of cyber threats in digitally connected classrooms in higher education, providing 

valuable insights for students, parents, educators, policymakers, and researchers within the Nigerian higher education 

system and society. The review also underscores the potential for enhancing the safety and security of digitally connected 

learning spaces in higher education, highlighting the crucial role that each stakeholder plays in this process and fostering 

a sense of optimism about the future. 

2. Review process 

Published scientific articles from databases such as Google, Google Scholar, Mendeley, and the Directory of Open 

Access Journals (DOAJ) were used to gather knowledge on the subject matter under consideration. Moreover, knowledge 

on the subject matter was also drawn from educational YouTube videos discussing and exemplifying incidents of cyber 

threats in education and society. In addition, specific keywords, such as cyber education, cybersecurity, cyber threats, and 

strategies for mitigating cyber threats in higher education, were instrumental in ensuring the relevance of the gathered 

literature. Additionally, the literature search was limited to articles published between 2020 and 2024, ensuring the 

currency and accuracy of this review. Moreover, the search was open to the literature within and outside Africa. 

In addition to focusing on the literature from 2020--2024, this review selectively incorporates academic reports and 

educational blogs and videos from 2020--2024. The selection of these reports and blogs was based on their relevance, 

credibility, and depth of their insights. Their incorporation was also essential for substantiating the review process and 

providing a comprehensive understanding of cyber threats to interconnected classrooms in higher education contexts. 

Additionally, incorporating reports, educational blogs, and scientific articles helps gather and present rich reviews by 

offering a deeper, more nuanced understanding of the different forms of cyber threats to interconnected classrooms and 

the different stop-gap solutions and advice recommended in the literature. To ensure the appropriateness of the studies, 

reports and educational blogs included, the author carefully examined the titles and abstracts of published articles or 

blogs, filtering out irrelevant and outdated articles that were unrelated or aligned with the study’s objectives. 

This review examines the diverse impacts of cyber threats in digitally interconnected classrooms. It commences by 

defining the significance of cyber threats in today's digitally linked classrooms, explores the characteristics of cyber 

threats in such settings, and examines strategies to alleviate the various cyber threats that impede the success of digitally 

connected classrooms in post pandemic higher education and society. The review presents valuable insights that can be 

implemented in instructional scenarios in Nigerian higher education, imparting lessons to prepare for emerging crises and 

establishing resilient digitally connected instructional classrooms and administrative practices suitable for the Nigerian 

higher education sector. It also stresses the importance of professional development for educators in higher education, 

reiterating the need for them to continuously gain understanding and awareness of the various risks associated with using 

digital technologies for connected lessons. Furthermore, it underscores the vital role of the government, education 

stakeholders, educators, and parents in collaborating to address the identified issues, highlighting the importance of joint 

efforts in tackling these challenges. 

In the next section, the author discusses the phenomenon of cybers in today’s digitally connected classrooms by 

succinctly examining the definition and importance of cyber and interconnected computers and completing the section 

with the advantages of cyber-connected computers in higher education instructional practices. 
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2.1 Cybers in contemporary digitally connected classrooms 

The term "cybers" encompasses the exchange of information between digital and interconnected computers, typically 

over the internet [63, 51]. It involves a network through which computers, whether in the exact location or different 

locations, communicate and share resources to achieve specific objectives [51]. In higher education, digital, 

interconnected computers have led to the adoption of internet-enabled computers and open AI tools, which provide 

access to online databases and enable intelligence gathering over the internet [48]. Moreover, the adoption of cyber-

oriented digital technologies such as internet-enabled computers, smartphones, interactive white boards, blackboards, and 

open AI tools, for instance, has facilitated unrestricted access to resources for innovative and flexible teaching and 

assessment methods, thereby connecting classroom teaching and learning practices in certain locations and contexts to 

global educational practices [55].  

In Africa and elsewhere worldwide, higher education institutions have embraced the integration of cyber-oriented digital 

technologies that bring global perspectives into classrooms to revolutionize teaching and learning engagements [4, 9]. 

The aforementioned cyber-oriented digital technologies not only enhance teaching methods and foster greater 

engagement among students and educators in the classroom but also open up a world of possibilities for specific goal 

actualization and skills development. Moreover, the rapid development of cyber inclinations and the integration of cyber-

oriented digital technologies in classroom practices has ushered in new teaching and learning approaches with the 

potential to extend learning experiences beyond traditional classroom settings and throughout students' and educators’ 

lifetimes [4, 9]. Importantly, the rapid development of cyber inclinations and integration has resulted in global optimism 

for connected instructions and engagements in higher education. 

Furthermore, the researcher added that the incorporation and inclinations of cybers in higher education-connected 

classrooms also promote digital citizenship, emphasizing the responsible, safe, and respectful use of internet-enabled 

digital resources by students, educators, and institution policymakers. Digital citizenship revolves and involves 

safeguarding and corrective use of information online, avoiding cyber threats or illegalities, and utilizing acquired 

information in a respectful, knowledgeable, and legal manner. Additionally, the presence of ‘cybers’ in digitally 

connected higher education classrooms is a catalyst for collaboration among students and educators. This collaboration 

fosters a sense of community and shared learning, as well as self-regulated learning.  

Self-regulation, as conceptualized by [18] in 1991 and [80] in 2001, aligns with the author’s reasoning on the subject 

matter under investigation and involves the ethical use of digital technologies and software to promote mental stability 

and ethical technology use in higher education. It is a valuable skill that enables individuals, including learners and 

educators, to navigate specific learning pathways and use devices ethically with limited supervision. Ultimately, 

integrating ‘cybers’ in connected classrooms empowers students and educators to take ownership of the teaching and 

learning processes, facilitating self-directed learning and the acquisition of reusable skills. With respect to all of these 

possibilities, there are a myriad of threats in today's higher education-connected ‘cybers’ classrooms. These threats have 

different natures, which are discussed below. 

2.2 Nature of cyber threats in digitally connected classrooms and higher education 

Before the COVID-19 pandemic, cyber threats and associated risks were not widely acknowledged in higher education 

systems [24]. There has been a limited emphasis on educating and raising awareness within academia and higher 

education-connected classrooms about the various natures and impacts of cyber threats. Today, sophisticated intelligent 

technologies for personal and general use are widely adopted, and their accessibility and diversity in the market are 

increasing [6, 69]. Intelligent technologies now offer unfettered access to information and resource acquisition for 

educators, students, and administrators in digitally connected higher education teaching and learning spaces [8]. 

However, the unethical use of these intelligent technologies has exacerbated cyber threats, significantly damaging 

intellectual property in higher education educational practices [11]. An example of the risks posed by using innovative 

technologies in higher education is the increased incidence of unauthorized access to and theft of resources and the 

promotion of predatory publications and designs that deceive scholars and students into investing their time and money 

in such projects. 

The implications of these developments need to be thoroughly examined within the context of higher education. 

Although intelligent technologies facilitate the establishment of digitally connected classrooms, [25], [71] and [56] argue 

that their misuse for malicious purposes, such as hacking institutional and student bank accounts, individual or 

organisational information and identity theft to gain access to classified information, poses a significant threat. In higher 

education, personal intelligent technologies, whether connected to institutional devices or utilized in virtual 

environments, render the sector vulnerable. This vulnerability arises from students and educators being often permitted to 

bring and use their own devices and data bundles for learning and teaching purposes. As a result, students and educators 
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are encouraged to use their devices in higher education. However, this practice has led to some students mastering the 

misuse of technology, making it difficult for central information management staff to identify critical vulnerabilities in 

the institution's network. The offensive students tamper with security configurations and access communal resources, 

further complicating the security setup of the institution. Therefore, the concern here is further linked to privacy leakage 

in workplace networks, organisations, and individual information. 

[57] argued that privacy concerns in higher education limit the trust-belief system, ultimately impacting the development 

of non-self-disclosure behaviours. Although [65] opined that AI-driven higher education transformation could help 

address privacy issues through predictive analytics, the author argues that higher education with productive interests in 

this era of post pandemic transformation needs to harness ethical considerations, potential biases, and concerns about 

faculty roles and pedagogical implications in ensuring fairness, transparency, and accountability in protecting students’, 

educators’ and institutions’ data privacy and security. 

In addition to discussing the nature of cyber threats in digitally connected teaching and learning spaces, other forms of 

cyber threats in higher education instructional practices and society are discussed below: 

2.2.1 Ransomware 

In addition to the previous nature of the cyber threat discussed, the higher education sector faces other cyber threats, with 

ransomware being a significant risk. Ransomware involves the use of malicious software to encrypt data or computer 

systems, with the threat of blocking access or publishing the data unless a ransom is paid [17, 62, 74]. [71] argued that 

higher education institutions are especially vulnerable to these attacks because of diverse network services, which are 

accessible via public internet protocol (IP) addresses. As a result, attackers view these institutions’ IPs as attractive 

targets and tamper with them to redirect communications to gain access to the data or information of both the institution 

and its users. 

In addition, [22] opined that privacy concerns and data breaches are significant issues that affect various sectors, 

including higher education. Higher institutions and other sectors, according to [22], store sensitive personal, financial, 

and research data, making them potential targets for malicious actors seeking to exploit vulnerabilities in their 

information systems. The consequences of such attacks, as reasoned by the researcher and in line with [58] 

considerations on the impacts of cyber threats to institutional settings, can be severe, leading to financial losses, damage 

to reputation, legal consequences, and disruptions to academic and administrative functions. Importantly, these 

disruptions impact students, faculty, and staff, underscoring the human cost of cyberattacks. 

2.2.2 Cyber Spoofing 

In addition to the discussion of the nature of cyberattacks in higher education and the use of connected classrooms, 

another form of cyber threat in digitally connected higher education is cyber spoofing. Cyber spoofing is a particularly 

deceptive form of attack. Cyber spoofing involves an unknown individual or entity masquerading as someone familiar 

with gaining access to sensitive information, financial resources, or personal data [68]. The imposters pose as trusted 

colleagues, reputable sources, or known contacts to deceive their targets [20]. In the context of higher education, cyber 

spoofing often takes the form of enticing invitations or offers, such as invitations to academic conferences, online 

lectures, opportunities for book publishing, free access to online resources, or the chance to publish in journals. 

Unfortunately, many educators and students have fallen victim to these deceptive tactics, often by clicking on seemingly 

illegitimate emails or links that promise career advancement or academic opportunities [3, 37].  

This fraudulent activity is made possible by the harvesting of information from publicly available sources, including the 

abstracts of published articles [5, 50]. Through this, imposters gain access to author(s)’ demographic details. Cyber 

imposters then use this information to create convincing emails that appear to offer exciting prospects for students, 

academics, and professional growth [40]. Moreover, these deceptive emails typically end up as spam folders, and they 

often target individuals who are eager to expand their academic or research endeavours [77]. The author added that if 

recipients agree to participate or click on illegitimate links, their personal information is compromised, and they may 

become targets of ransomware attacks. Thus, the potential impact of cyber spoofing is significant, and it is essential for 

everyone in the higher education community and society to be vigilant and take proactive measures to protect themselves 

from these insidious threats. 

2.2.3 Open AI-giarism 

The widespread use of OpenAI tools, such as ChatGPT and other large language models, has made it easier for educators 

and students to access and generate responses via predetermined options within ChatGPT. However, it is essential to 

carefully consider the ethical implications of using these tools. Since machines have their own biases and cannot think 
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and adapt as humans do, they provide fixed solutions to queries, regardless of the users' geographical locations, which 

can lead to open AI-giarism. In this review, "open AI-giarism" is described as the use of exact solutions, writings, or 

methods stored in a database in different educational contexts [19]. Using or reusing the exact solutions, writings, or 

methods in articles, theses, and dissertations in various contexts and locations, for instance, can be identified via 

similarity index checker software, raising concerns about new threats to higher education in the post pandemic era, 

specifically plagiarism and relationships with the unethical use of cyber-oriented digital technologies. The potential for 

widespread use of open AI raises concerns about plagiarism among educators and students in this era of educational and 

social uncertainty. According to [56], the negative impact of AI on students and educators in this era of educational and 

social uncertainty includes the promotion of academic dishonesty and the hindrance of skill development. 

Furthermore, [25] argued that open AI is now widely used for academic purposes, with some stakeholders (educators and 

students) not considering ethical implications. Additionally, an open AI tool such as ChatGPT can provide the same 

results, resources, outlines and contexts to students and educators in different countries without considering the 

implications for academic integrity, as it was previously loaded with predefined instructions. The author contend that the 

offensive use of AI and its shortcomings remain a threat to higher education connected classrooms, as it can lead to 

OpenAI-giarism. In support of this viewpoint, [23] suggested that known and unknown academic dishonesty in the use of 

open AI undermines trust in university educational practices. However, the research addresses the caveat that if academic 

dishonesty is caught through the conscious or unconscious use of open AI, such as ChatGPT, for academic purposes, the 

consequences are severe, as they can have lasting negative impacts on reputation. 

2.2.4 Online Sex-Tortion 

[2], in a video loaded on YouTube, relayed an experience of how an American student (male) was forced to pay ransom 

through online sex-tortion. In her explanation, she recounted that three students from global South bullied a certain 

teenager from the global North (name of the countries protected in this review) online by disguising themselves as 

women to date the boy from the global north online and, through that, requested that he (the boy from the global North) 

send his nude picture to three students from the global South. Upon sending the nude picture, according to [2], “The boy 

from the global North was asked to pay a ransom of 1000 dollars; otherwise, his nude pictures would be made public. 

The demand scared the boy and wanted to keep his privacy away from his parents and the public. Unfortunately, the boy 

only had 300 dollars to give them, scared to inform his parents. When the threat was too much online, the boy from the 

global North sent 300 dollars and shot himself in the middle of the night in his room. The sound of the gun woke his 

parents in their room, only to find their dead son on the floor.” 

Although [2] reported the incidence in the global North-South context, many similar cases might have been recorded in 

other parts of the world. The implications for the higher education sector and parents are that educators, especially school 

counsellors, need to occasionally educate new and old students on the dangers of visiting unsafe websites and avoid 

chatting or disclosing their information online to known or unknown persons. In addition, parents need to be remarkably 

close to the children (students) with lovely affect and interest in knowing what they are learning online, how they are 

solving school assignments online, how they are receiving lectures online and who they are interacting with online.  

However, the conflicts are that a majority of higher education students demand and want their privacy respected and 

spend more time using digital technology for entertainment purposes even when they are attending lectures, whether 

online in the classroom or online at home. The act, according to [34], [41], [27] and the researcher’s reasoning, leaves 

students vulnerable when they visit uncensored or unsafe websites and become psychologically demotivated and 

disinterested to socially interact and participate in learning activities, with the culprit of sextortion assassinating 

themselves or committing suicide in the process. 

3. Mechanisms to mitigate cyber threats in post pandemic higher education and society 

The researcher suggested that the institution's IT department and IT staff should consider implementing solid firewalls on 

its network computers. By activating firewalls, unauthorized access from within or outside the institution can be detected 

and blocked. Additionally, the researcher believes that the institution's IT staff should conduct regular security audits on 

all computers connected to the institution's network and ensure that passwords for students, educators, and administrators 

are changed regularly. Similarly, awareness programs on the advantages and challenges of cyber usage in institutions 

should be considered to educate the community about current or modern cyber threats in higher education and society. 

Furthermore, the researcher added that cybersecurity education should be incorporated into the teaching curriculum at all 

levels of education in any country, not only to create awareness but to continue to efforts aimed at mitigating cyber 

threats such as ransomware, spoofing, and privacy breaches in higher education. The researcher considers it essential to 

emphasize that the enactment of cybersecurity education is now imperative and needs to be urgently addressed by all 
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education stakeholders. This education can be in the form of ongoing training, community-based awareness programs, 

and instruction on the various types of cyber threats that pose challenges to human and national development. In addition 

to these measures, parental involvement is crucial in educating students about the dangers of cyber threats in society and 

higher education. Most importantly, the researcher suggested that videos and images of victims and instances of cyber 

threats should be shown to students at home or in their schools to fully educate them about the dangers of cyber threats in 

today's post pandemic higher education and society. 

To conclude, the discussion of methods to mitigate cyber threats in post pandemic digitally connected classrooms, 

institutional stakeholders should conduct various workshops with educators and offer advice, education, and examples of 

the consequences of the unethical use of technology that supports cyber threats, as well as the dangers of unauthorized 

access to personal, institutional, and confidential information. For example, workshops could focus on strategies and 

activities to address the use of plagiarism detection tools and the integration of AI into teaching practices. It could also 

focus on ways to identify safe websites online, including recognizing spoof emails and methods of handling ransom 

demands. However, if these measures are overlooked in today's higher education practices, which are characterized by a 

high influx of technology and constantly changing dynamics of online information access [4], educators and their 

students may continue to be susceptible to academic dishonesty, be vulnerable to ransomware, and waste effort and 

resources in predatory conferences and journals. 

In the next section, methodological implications in the form of learnable lessons for the Nigerian higher education system 

and society are discussed: 

4. Learnable lessons for methodological implementation in the Nigerian higher education 

system and society 

Having reviewed the concept of cyber threats in digitally connected classrooms in this era of post pandemic educational 

practices, it is critical to draw up insights from the review as learnable and reusable insights for methodological 

implementation in the Nigerian higher education system. Today, Nigerian society is facing massive cyber challenges, 

with their tentacles quickly spreading into the higher education system [15, 32, 79]. According to [29], [21], [31], [44] 

and [30], cyberbully, online fraud, racial abuse, pornography, data breaches, internet fraud, spoofing, and cyber threats 

imposed through the unethical use of open AI tools affect the Nigerian higher education sector, culminating in poor 

reading habits and disinterest in classroom participation.  

In addition, with the current technology expansion and adoption in Nigerian universities and society, the expansion, 

according to [43], will continue to precipitate cybercrimes, cause more havoc to education, call for redress and address 

the current education and security concerns caused by cyber threats. In support of [43] [60], but with a caveat suggesting 

a possible way out such that hardware, software and infrastructure grant access to the operation and identity of educators, 

students and administrators must be secured loaded on the institution work network, and the data contained therein 

should be reinforced to reduce incidents of unauthorized breaches or access. In addition, some of the previously 

discussed types of cyber threats identified by [62], [23], [68], [2] and [57] include breaching privacy, spoofing, 

ransomware, sextortion and open AI-giarism and resonating with those mentioned by [28], [31], [44], [5], [15] and [30] 

ideologies on the forms of cyber threats in the Nigerian higher education system and society. 

However, to achieve [43]’s, [60]’s and [79]’s propositions on the subject matter, the researcher draws important lessons 

from the review that the Nigerian higher education system could adopt to expand awareness of cyber threats and various 

forms and mechanisms to curtail the menace in education and society: 

1. Effective communications are crucial in digitally connected classrooms. Communication between educators and 

students is needed to discourage engaging in cyber fraud among students. Additionally, educators must provide 

transparent guidelines for assignments and examination assessments. By communicating with students, educators 

may reduce confusion, encourage engagement, and ensure that students comprehend what is required of them [45, 

67]. 

2. The incorporation of cyber education in the higher education curriculum is now needed in all departments, aside 

offering it as a course in in only computer science departments, as students who perpetuate cyber fraud may not be 

limited to a particular department in the Nigerian higher education system [16, 28]. 

3. Collaborative activities among institution and student leaders and parents to increase awareness of cyber education 

in Nigeria [6] 

4. Educators and students must investigate, reinvestigate, and confirm with colleagues before they accept online 

requests. 
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5. Parents need to show more love and responsivities in working with their children to avoid engaging in cyber fraud, 

perpetuating, or falling victim to cyber bullying or oppressions, as some students in the Nigerian education sector 

are receptive or engage in oppressing their contemporaries online or offline [1, 3]. 

6. Regular assessment and feedback practices for receiving timely and constructive feedback from students are needed 

to promote awareness or curbing the different forms of cyber threats in higher education [16, 79]. 

7. The government, higher education and student leaders need to consider engaging in community and social activities 

to discuss and exemplify cyber threats in education and society in both rural and urban settings in Nigeria. This will 

also help promote awareness of cybersecurity and possible dangers related to neglect or ignorance. 

8. Continuous training for educators on cybersecurity and cyber threats is not just necessary; it is essential [14]. It will 

help educators stay updated and prepared to understand and adapt to constantly changing cyber disruptions, 

ensuring the quality of training despite technology misuse in higher education and society. 

9. Higher education stakeholders, educators and student representatives need to engage in continuous and critical 

debates on the significance and drawbacks of open AI tools in higher education instructional practices. 

10. Providing comprehensive support services, including counselling services, is crucial for safeguarding the mental 

health of students and educators in this era of teaching and learning uncertainty. Counselling services must offer the 

necessary support to cope with the stress and challenges of cyber challenges by demonstrating a deep concern for 

educators’ and students’ mental uprightness. 

11. IT personnel must play a critical role in securing institutional and students’ online resources. Their efforts to 

activate firewalls to resist unauthorized access and restrict access to the internet for unsecured or uncensored 

websites on campuses are integral to the smooth functioning of the institution. 

 

The thoughtful analysis and application of the insights mentioned could minimize the susceptibility to cyber threats in 

digitally interconnected classrooms in Nigeria's higher education system and society. 

 

 

5. Conclusion 

 
The exploration of digital technology in higher education has led to significant progress in the use of digital tools for 

teaching and learning in digitally connected classrooms. However, the adoption and use of digital technology in digitally 

connected classrooms has also sparked concerns about cyber threats in teaching practices within higher education and 

society. This thorough review explores the different types, functions, and dangers of cyber threats in today's society and 

digitally connected classrooms in higher education.  

Additionally, the review examines methods for preventing cyber threats in digitally connected classrooms by offering 

strategies to decrease these risks in higher education settings and in society. The perspectives presented in this review can 

be utilized to increase awareness among higher education stakeholders in Nigeria and society. In conclusion, the 

researcher emphasized the importance of continuous engagements and conversations between higher education 

stakeholders, educators, students, community representatives, and parents concerning the various types, functions, and 

dangers of cyber threats in today's society and digitally connected classrooms in higher education.  

Neglecting to address these hazards in higher education and society may lead to severe consequences, such as disruptions 

in education, exposure to confidential information, and damage to the reputation of educational institutions, students, and 

the community. 
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